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Executive Summary 
One of the greatest challenges facing Defence enterprises, is being able to securely share 

information classified up to OFFICIAL-SENSITIVE with their external partners. 

Many use all or a combination of email, encrypted disks, unsuitable internal systems and 

uncontrolled single-function cloud services to collaborate with them.  

However, this is causing chaos. With no single source of truth, projects are disorganised and 

with data hosted on multiple platforms, it’s impossible to keep control over information security 

and governance. 

Also, with a shift towards complimenting teams with secondees, agency staff and contractors, 

the risk of data leakage increases. 

What you need is a platform that enables your enterprise to work securely across organisational 

boundaries with the MOD, your strategic partners and SME suppliers and can be adapted for 

multiple business use cases as they arise. 

In this guide, we’re going to look at four ways in which secure cloud collaboration can save your 
enterprise money, ensure information governance, and improve collaboration with your 
external partners by improving the following business processes: 
 
 Tender management 

 Collaborative bid responses 

 Programme & project management 

 Information capture 

 

“Without collaboration across organisational boundaries, Team Defence Information 

wouldn’t be able to help resolve end-user challenges and improve secure information 

sharing.” 

 

Phil Williams, Managing Director, Team Defence Information 
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Tender Management  
 
Across the defence enterprise, numerous projects and services are put out to tender. 

This is so you can encourage a large pool of bidders or a single lead organisation to offer a 

solution to your problem. 

However, you may face the following challenges that complicate the tender process: 

 How do you collaborate across organisations? 

 How do you share tender requirements and information in an open, transparent manner? 

 How do you communicate answers to tender Requests for Information (RFI’s) efficiently? 

 How do you maintain the security of yours, and your partners’, information? 

 How do you communicate changes to tenders or specifications in a timely and fair 

manner? 

 
A cloud collaboration tool can help you to overcome these challenges. It’s designed to allow 

users from multiple organisations to share, review and amend content in one secure online 

platform. 

To ensure open and fair dealing, you can use notifications to simultaneously inform teams or 

individuals when tenders are updated, whilst maintaining information confidentiality and 

security, 

For complete transparency, you can answer any clarification questions bidders may have about 

the tender, by creating a searchable database of FAQs.  

Finally, you can control the areas suppliers and team members can access, by using team-based 

permissions or by creating separate, distinct workspaces. 
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Some other key benefits include: 

 Assists in compliance with contract law by providing a full audit trail. 

 Provides one secure procurement portal for a single source of truth. 

 Ensures open and fair dealing through simultaneous email notifications. 

 Lets bidders only view their own information by setting access controls. 

 Keeps the tender process on schedule by promoting key milestones via shared diaries. 

 Makes is easy to evaluate and qualify suppliers through online surveys. 

 Helps to increase dialogue with potential suppliers by hosting online discussions forums. 

 Ensures RFIs are registered and answered on time by assigning tasks. 

 Bidders always view the most up-to-date tender documents. 
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Collaborative Bid Response 
Collaborating on bids and proposals with writers, subject matter experts, and other key 

stakeholders across multiple organisations gives you a better chance of winning competitive 

tenders. 

But how do you share information and form close relationships with your partners, when 

they’re dispersed across the country and even worldwide?  

Delivering encrypted disks is not only time-consuming, but also expensive and giving them 

access to your internal systems can be too much of a security risk. 

A cloud collaboration tool can help bridge this gap, by bringing all parties together in one secure 

online platform, so they can collaborate at every stage of the bidding process. 

Instead of working separately on a proposal, multiple users representing different organisations 

can edit documents simultaneously anytime, anywhere.  

Comments can be made section-by-section to ensure feedback is organised, and document 

approval tasks can be assigned with reminders so important deadlines aren’t missed. 

 You can also create centralised, searchable bid libraries so key stakeholders can access the 

information they need anytime, anywhere, and setup online forums so conservations are kept in 

one place, rather than across multiple email trails.  

Separate workspaces can be used to support the delivery of successful bids and manage ongoing 

client communications in the same platform, rather than across multiple tools. 
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A cloud collaboration tool can help your bid team to:  

 

 Maintain information integrity by applying access controls at multiple levels. 

 Share information with external organisations, contractors and support staff, without 

providing access to your internal systems. 

 Work with multiple people on bid documents concurrently. 

 Work across multiple geographies or from home, whilst maintaining the same high levels 

of security. 

 Ensure key milestones are visible with shared diaries 

 Reduce time spent researching by creating a centralised, searchable knowledge base of 

key bid information. 

 Stimulate discussions and knowledge sharing through blogs and online forums. 

 Ensure deadlines are met by assigning tasks to users across multiple organisations. 

 Provide full transparency by allowing managers access to audit logs 
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Programme and Project Management 
Defence projects require a great deal of collaboration amongst the customer, prime contractor 

and the extended supply chain. 

Using traditional tools won’t cut it. Email can be too much of a security risk for sharing sensitive 

data, whilst legacy systems are often heavily siloed and are too expensive and difficult to 

configure for external collaboration. 

Having multiple systems also makes it difficult for key stakeholders to track project progress as 

data is spread across multiple locations. 

Easy to use and quick to setup, cloud collaboration software empowers project managers to 

create secure online workspaces in minutes so the right people inside and outside of your 

organisation can connect, to deliver projects faster. 

Because data is hosted in one location, stakeholders can easily view project progress and make 

informed, strategic decisions.  

Also, key project documentation such as risk and opportunity registers are no longer locked 

away in Excel spreadsheets. You can now share them with key stakeholders, in the knowledge 

that the platform is protected by stringent security measures and access controls. 

 

Cloud collaboration allows your project teams to:  

 Create their own workspaces in minutes, without needing expensive consultants. 

 Improve stakeholder engagement through increased visibility of project progress. 

 Keep everyone informed of project updates through instant email notifications  

 Track progress of tasks against deliverables – whatever the organisation. 

 Access version-controlled documents anytime, anywhere, in one secure platform.  

 Always work on the most up-to-date version of documents. 

 

“In defence projects, a collaborative approach can often bring about a higher degree 

of success for all parties involved.” 

Lesley McNamara, MOD’s Partnering Support Group 
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Information Capture and Surveys 
Sharing accurate and trusted information with partners across government, allies and the 

Defence industry is key to improved decision making. 

But too often, individuals use multiple shadow IT solutions to do this. Organisations then lose 

control over information security and governance, leading to an increased administration 

burden from managing these multiple data stores. 

It also leads to knowledge falling through the cracks and confusion over which information is the 

most up-to-date and accurate. 

Cloud collaboration allows you to create forms and surveys to securely share expertise with 

colleagues across your organisation and external partners. 

The information you collect is no longer spread across multiple solutions. It’s now under your 

control in one secure online platform. 

This means you can now analyse the results and make more informed business decisions, in the 

knowledge the information is accurate, trusted and up-to-date. 

 
Capturing information this way has many advantages: 

 Reduces manual data entry and administrative burden 

 Replaces paper forms, reducing your impact on the environment 

 Keeps data in one, secure platform, rather than across multiple shadow IT solutions. 

 Allows you to control access to information via team, folder, content and workspace level 

permissions. 

 Capture consistent information and improve reporting by creating your own form 

templates. 

 
“Adaptive information superiority is enabled by fast and intuitive tools and services” 

Joint Doctrine Note 2/13 Information Superiority, as directed by the Joint Forces Commander 

and Chiefs of Staff 
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Use Case: MOD Led Cloud Collaboration 
 

In 2015, the MOD Information Systems and Services (ISS) had an immediate requirement to 

share sensitive information with industry and other government departments.  

Their existing method of using restricted networks and on-premise solutions was outdated and 

offered significant barriers to entry for new suppliers. 

After an in-depth scrutiny of different platform’s capabilities, security controls and accessibility 

from protected networks, the Kahootz cloud collaboration service was chosen and procured 

through the government’s G-Cloud framework. 

Defence Share, (powered by Kahootz) now enables the Ministry of Defence to safely share 

information with industry and other government departments using a public cloud collaboration 

service, which can be accessed on demand over MOD private networks and the public internet. 

Without any technical expertise, workspaces can be setup quickly to manage programmes, 

share documents, diaries, tasks, discussions and questionnaires in databases. 

 
Its current successes include: 

 Only system of its kind to be accredited to OFFICIAL-SENSITIVE 

 1000s of users across MOD and industry, helping to deliver many high profile equipment 

programmes 

 Deployed by multiple MOD Top Level Budgets (TLBs) for broad range of use cases 

 Described as ‘gold standard’ in industry engagement 

 Powers the award winning ListXtranet and SKYNET 6 information sharing environment   

 

“Used for pan-defence collaboration, including sharing and reviewing 

documents up to Official-Sensitive… it can greatly improve the way 

organisations collaborate.” 

DE&S, Desider Magazine, 2018  
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Who are Kahootz? 
Available since 2003, the award-winning Kahootz cloud collaboration service is wholly owned, 

developed and hosted in the UK. 

We are serious about cyber-security and protecting your data. In addition to regular, 

independent certification of our business operations and cloud security controls, you’ll be 

pleased to learn that Kahootz is the only system of its type to achieve OFFICIAL-SENSITIVE 

certification in this context. 

Building on these impressive credentials, Kahootz is now used by hundreds of thousands of 

people across public sector organisations, enterprises and not-for-profits to find smarter, safer, 

ways of working in the cloud. 

Keep your Sensitive Data Secure 

How do you know when a cloud collaboration tool is sufficiently secure and well-managed to 

hold your OFFICIAL and confidential business information? 

To assist organisations, the NCSC, (National Cyber Security Centre) list 14 essential security 

principles to consider when evaluating cloud services. 

They cover all the security issues related to cloud service provision. Supporting each principle is 

a set of guidance explaining what it means, why it is required, and a set of possible 

implementation approaches. 

To find out how Kahootz meets the 14 Cloud Security Principles, download our guide here. 

Trusted by Government 

Every organisation should perform their own audit before entrusting a cloud service provider 

with confidential or sensitive information.  

It’s reassuring that Kahootz’s security controls have already been assessed, and deemed 

acceptable for sharing OFFICIAL information, by many security conscious UK public sector 

organisations, such as: 

 NHS  

 Ministry of Defence 

 Ministry of Justice 

 Home Office 

 Parliament  
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Author Kahootz  

Ready to Start Collaborating? 
Start a free, no obligation 30-day trial of Kahootz at: 

www.kahootz.com/start-trial  

Kahootz.  

Weston Farm Barn, 

Newbury Road, 

Weston, 

Newbury, 

Berkshire, 

RG20 8JA 

t. +44 (0)1488 648 468  

e. sales@kahootz.com 

 

Start Building your Business Case 

Based on McKinsey Global Institute research, our ROI Calculator will provide you with three 

years of time and money savings, which along with our accompanying guide, can help you justify 

the cost of procuring a cloud collaboration platform such as Kahootz
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